Hacrtpoiika koutposiepa ACS-102-CE (WF) ¢ WiFi mogyiem MicRotic mAP2nD

1. Otkmouaem LAN mopt momynst MicRotic mAP2nD (nanee Momynb) OT KOHTpoJUIEepa.

2. OrximrouaeM nutanue Moayis. Haxxumaem kHonky Reset, He otnyckas nonaeM nutanue. CBeTurcs
unaukarop USR. Jloxxunaemcs Hayana ero mopranus (uaaukarop AP\CAP He 1oskeH ycneTsb 3aropercs) u
oTmyckaeM KHomKy Reset. Bce nnankaropsl noracuyT. Jloxxaurech copoca MOAYIIS HA 3aBOJCTKHE

YCTaHOBKH.

3. Ha noyrOyke\kommnwtotrepe (manee [1K) pkmouaem DHCP na mopty LAN.

CeoiicTea: IP eeponn 4 (TCP/1Pv4) X

OBlWME  ARLTEPHATMEHER KOHBUIYPaLIA

MNapameTpe! IP MOXHO Ha3HaYaTk SBTOMATHYECKH, BCM CETE
NoAAEPHHUBAET 3TY BOSMOKHOCTE. B NPOTHBHOM cnyqae y3HaiTe
napaMeTpel IP ¥ ceTeBoro aAMWHUCTPaTOPa.

@i‘lon\;umb IP-agpec a5TOMATHYECKM:

Oﬂmonbsosam cnegyrowmi IP-agpec:

[ ]
[ ]
1]

@ Mony4KTe aapec DNS-cepeepa aBTOMATHYECKH

OMg‘lonbsoBaTb cneayrowwe agpeca DNS-cepsepos:

[ ]
[ ]

MoATEEPAWTE NEPAMETPEI MPH BEIXOAE JononHuTensHo. ..

4. Tlopxmouaem [1K k LAN nopty moxy:st (mopt Eth2). B manenn CeTeBbie IOIKITFOUEHHS MOKHO

npokoHTpoupoBats oOHapyskeHue [IK DHCP cepsepa momyis.

& CeTepble NogKAOUEHIA

A E-' » [MaHens ynpaenedwa » Cete v MHTepHer * CeTeBbie NogkioYeEHNA

¥nopagounte ¥

- Ethernet L_'. BecnpoeogHan cete
— MikroTik-BB3CE6 S o HeT nogrntodeHna
e Intel(R) Ethernet Connectiogs®) I... K eﬂﬂ Intel(R) Wireless-M 7265

5. 3amyckaem nporpammy WinBox. Haxonum moayns (IP mo ymonuanuto 192.168.88.1) u

MOAKIIIOYAaCMCA K HEMY.
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@ WinBox v3.11 (Addresses)

Managed Neighbors

| Refresh
MAC Address IP Address Idertity Version
6C:3B:6B:BB:5C:85 192.168.88.1 Mikra ik 6.38 5 (stable)

i

File Tools
Connect To: [192.162.88.1 @
Login: |
Password:
Session: |<own:> ¥ || Browse...
Note: | MikroTik
Group:
RoMON Agent:
Add/Set

Board
RBEmAPZnD

w| Keep Password

| Secure Mode
Autosave Session
Open In New Window

Connect To RoMON @

all

6. Cormnamaemcs ¢ yCTaHOBKOW KOH(UTYpaIyu 1Mo yMandanuto — HaxkumaeM OK B mosiBUBIIIEMCSI OKHE.

7.

RouterQO5 Default Configuration

The following default configuration has been installed on your router:

RouterMode:
= WAN port is protected by firewall and enabled DHCP client
* Wireless interfaces are part of LAN bridae

wian1 Corfiguration:
mode: ap-bridge;
band: 2ahzb/a/n;
ht-chains:  0.1;

LAM Corfiguration:
DHCP Server: enabled;
DNS: enabled;

gateway: etherl ;
firewall: enabled;
NAT: enabled;

ht-extension: 20/40mhz-Ce;

WAN (gateway) Corfiguration:

Remove Configuration

* IP address 192.168.88.1/24 is set on LAN port

You can click on "Show Script” to see the exact commands that are used to add a

Show Script...

Mensiem MODE na STATION BRIDGE. Haxxumaem OK. 3akpbiBaem okHO Wireles tables.

© admin@182.168.88.1 (MikroTik) - WinBox v.38.5 on mAP (mipsbe)
Session  Settings  Dashboard

e

A5 Quick Set
I CAPSMAN
8 Interfaces

1 Wirsless

54 Biidge

=2 PPP

=8 Swich

©13 Mesh

& P

< MPLS

42 Routing

i System

& Queves

5] Files

5] Log

B Radiss

& Tools

@] New Terminal
=4 MetaROUTER
#5 Parttion

| 2 Make Supout i
@ Manual

@ New WinBox

[g=ts

Safe Mode

== ==

Session: | 152.168.88.1
(WISP AP | ¥

Wirgless

Wireless Protocol: & 80211 (" nstreme (~ nv2

Interface <wlan1>
General Wireless |HT HTMCS WDS Nstreme Advanced Status
2GHzB/G/N

Mode

Band
Channel Width: [20/40MHz Ce
Frequency: |auto
SSID: |Mikro Tik-BBECES

Scan List: |defaul

.

Network Name: | Miro Tik-BBSC86.
Frequency: |auto
Band: |2GHz-B/G/N
Charnel Width: | 20/40MHz Ce
Country: |no_country_set
WAC Aidcees: ar 26
Interfaces | Nstreme Dual Access List Registration Connect List  Security Profiles  Channels
& (% a T CAP || WPSClient || Setup Repeater || Scarner || Freq. Usage || Al
Name Type Actual MTU | T R T P
5 dwlanl Wiireless (Atheros ARS. 1500 Obps Obps
.
Titem out of 4 (1 selected)
Copy To ACL.

Wireless Protocol: | 802.11

Security Profile: | default

v Defautt Autherticate

enabled slave

CREIRTS

unning ap

Advanced Mode

Torch

WPS Accept

WPS Client

Setup Repeater

Scan

Freq. Usage

Aign.

Sniff

Snooper.

[Tepexomum B Mmerto Wireless, Beioupaem uatepdeiic Wlanl u mepexonum Ha Briaaaky Wireles.

|
Blx]
oK

Cancel

Apply

Renew Release

Rx Packet (p/s) | MAC Address

0 6C:38:6B:BB:5C:86 enabled apbri.. 2GHz-. 2

= 3

ARP Mode Band |¥

Check For Updates
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8. B caeayromem okne Haxkumaem DISCONNECT/

@ admin@132.168.88.1 (MikroTik) - WinBox v6.38.5 on mAP (mipshe]

Session  Settings

Dashboard

.. Safe Mode Session: m

A5 Quick Set

3 CAPsMAN
|8 Interfaces

1 Wireless

Q‘g Bridge

=3 PPP

== Switch

212 Mesh

58 1P

< MPLS

ﬂ Routing

os System

& Qusues

| Files

Ll Log

‘@ Radius

X‘ Toals

| Mew Terminal
B4 MetaROUTER
',h Partition

9. BriOupaeM HYXKXHYIO CETh, BBOJUM Mapoiib, HaxknMaeM Connect.

- = vV =

- Infa - Corfiguration
WLAN MAC Address: |6C:3B:6B:BB:5C:86 | Mode: ¢ Rat
LAN MAC Address: |GC:.?-E:GE:EE:5C:34 | - Biidge
- Wireless Address Acguisition: & Stz
Status: |seard1ingforne°twork | IP Address: @
AP MAC: | | Netmask: [255.0
Networs Name: | | Gateway: |:
T/ Signal Strength: | | DNS Servers: |
Tow/Rx CCQ: | | [ Bric
Signal To Moise: | | - System
Wireless Protocal: | | Router ldentity: @
I Rx Sigral: Password: |:
I T Signal:
Confim Password: |:

@ admin@192.168.88.1 (MikroTik) - WinBox v£.38.5 on mAP (mipsbe)

Session Settings

Dashboard

ﬁ' Quick Set

1 CAPsMAN
| Interfaces

1 Wireless

Q‘g Bridge

=g PPP

=% Switch

“Ta Mesh

255l P

<" MPLS

22 Routing

gy System

e Queues

| Files

|| Log

ML Radius

& Tools

|| New Terminal
B4 MetaROUTER
"-h' Partition

| & Make Supout rif

& Manual

3 New WinBox

B Eat

e

- Info - Configuration
WLAN MAC Address: |6C:3B:68:BB:5C:86 | Mode: ¢ Rou
LAN MAC Address: |6C:3:66:BB:5C:84 | Bidge
- Wireless Address Acguisition: + Stat
Country: |nc_country_set || * | IP Address: |0.0.0.(
Channel Width: |20/40MHz Ce [#] Netmask: |255.0.
|Address 4 |Network |Channel |Prc‘tocol| |Signal Strength | |v Gateway:
P IDFEED:94:20.08 TPLINK. 2462/20eC/gn 80211 B84
P SC:FAABCC:3DFA  kv56 2422/20/gn 30211  -83 DNS Servers:
P 7824AFCESREIC maoec 77 2437/20/an 80211 -79 [ Brid
P EBAGCEOEABE3  RT-WiFi_.. 2457/20/gn 20211 26
P ACSE1T76525:44  Rostelec... 2437/20/gn 80211 -85 ~ System
P FBIAG7AADTSS  TPLINK. 2462/20/gn 80211 86
P FB3ZE4ACTOFD  Smie 2432/20/gn 80211 70 Router Identity: | Mikro1
P FC:F5:28:66:43:42  be_happy 2422/20efgn apz1 81
Password:
Confirm Password:
{MlSignal Strength: 70 dB | ”HH
Network Name: |Smile
WiFi Passwond: | | Hide
& —=>
10. KonTponupyeM npaBUIbHOCTh MOAKIIOYEHUS.
Hactpoiika kontpomnepa ACS-102-CE (WF) ¢ WiFi moxynem MicRotic mAP2nD 3



@ admin@192.168.88.1 (MikroTik) - WinBox v6.38.5 on mAP (mipshe)
Session Settings Dashbeard

ﬁ' Quick Set
1 CAPsMAN

- Irfa - Configuration
| Interfaces
- WLAN MAC Address: |6C:36:6B:BB:5C:86 | Mode: ¢ Rot
1 Wireless
$2 Bridge LAN MAC Address: |6C:35:6B:BE:5C:34 | Bidge
=3 FPP _ Wireless Address Acquisition: ¢ Stal

e
=2 Switch Statuff’ [connectedtoess ¥ | IP Address: |0.0.0.0
i

ore
[=jit==h AP MAC: |F8: | Netmask: |255.0.
25 |p P
= 3 MNetworls Name: |Smi|e | Gateway:
<7 MPLS

T/ Signal Strength: |-74 dBm -
2 Routing Iz s g | | DNS Servers: I:
& System N T/ CCQ: [13% | [ Bri¢
g Queues Signal To Noise: |35 dB | - System
[ Files Wireless Protocol: |5D2.11 | Router Identity: | Mikro™
|.J Log
L Radius
x Tools r | || MR Signal: 74 dB Password:

) W Tx Signal: 0dB

|| MNew Teminal I Confirm Password:
= MetaROUTER
#L Padition

11. BeicraBusiem IP u Netmask, pykoMenayetcs BbICTaBUTh 3HaUeHHS 110 ymomyanuio (192.168.88.1 \
255.255.255.0). BeicraButs ommuto — Bridge All LAN Ports. Haxxats OK.

——————————— - Configuration Q
Mode: ¢ Router {+ Bridge

Apply
I .
Address Acguisition: @ Static Automatic

] IP Address: |192.168.88.1 <= |
] Netmask: (255,255 2550 (/24) @ [=]
Gateway: | | =

DNS Servers: | -

:I - System
Router Identity: | MikroTh |

Check For Updates || Reset Configuration |

Password:

Confirm Passwaord:

12. B meno IP BeiOpats nmyHkT Firewall. Haxate CTRL+A (Bbinenercs Bce paBuiia) U HaXKaTh KHOMKY
ylaneHus. Y JanaThCs Bce KpoMe MpaBuiia 0 YMOJYAHUIO.
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@ admin@192.168.88.1 (MikroTik) - WinBox v6.38.5 on mAP (mipsbe)
Session  Settings Dashboard

o] [sttn | s i

Fiter Bijes | NAT Mangle Raw Service Pois Comections Address Lists Layer? Protocols

=) v/ % [ 7 |00 ResetCouters |00 Reset Al Courters | [Find _ |[a_ [#]

Action  |Chain Src. Address |Dist. Address | Proto... [Src. Port |Dst. Port  |In. Inter...[Out. Int... | Bytes Packets -

-

Sitems (8 selected)

13. Ha Bkmagke NAT naxxats CTRL+A u (Bblaenercs Bce MpaBuiia) U HAKaTh KHOMKY yaJCHUS.
3aKphITh OKHO.

@ admin@192.168.88.1 (MikroTik) - WinBox v6.38.5 on mAP (mipsbe)
Session  Settings  Dashboard

o] st | s 161

Firesvall

Fiter Fues NAT|m|m|mm|m|mmm|mw?ﬁmm

[ging | [a

- 7 7 7

& Tooks A Titem (1 selected)

New Teminal
MetaROUTER

14. B wmenro IP BeiOpats mynkr DHCP SERVER. Y panuth 3anuch.
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@ admin@192.168.88.1 (MikroTik) - WinBox v£.38.5 on mAP (mipsbe)
Session  Settings Dashboard

Safe Mode Session:

A& Quick Set

1 CAPsMAN
98 Interfaces Leases Options Option Sets  Alerts

T Wircless ‘%] [ 7| | DHCP Config || DHCP Setup |

32 Bridge ‘ |Inferface [Retay |Lease Time |Address Pool  |Add AR...|

bridge 00:10:00 defautdhcp  no

=3 PPP
== Switch
%12 Mesh
& P

&7 MPLS
ﬂ Routing
System
Q Gueues
[ Files
L/ Log

L Radius 1item (1 selected)

x Tools
New Terminal

15. 3akpeiBaem nporpammy WinBox. 3axoanm B cBoiicTBa ceteBoro amanrepa [1K u BeicTaBisieMm
Hactpoiiku [P agpeca, Macku moiceTy U U033, COOTBETCTBYIOIINE HAacCTpoiikaMm BeiOpanHoit WiFi ceTu.
[Tposepsiem nHanmmume cpsizu 10 cepepa CKY 1. IIposepsiem oTcyTcBust koHpaukToB [P anpecor
(yBemomiieHus B Tpee).

16. Ortximouaem I1K ot Moay:s u noaxitouaeM Kk KoHTposuiepy. Uepes nporpammy CeTeBble HACTPOIKH
(Bxonut B coctaB [10 RusGuard) HaxoauM KOHTPOJIIEp U BHICTABIISIEM €My HACTOWKHU, aHAJTOTMYHbIE

BbICTaBJIeHHBIM B 1. 15 mis [1K, coxpansiem.

17. Otxmouaem [1K ot korTposutepa. [Toakmrogaem konTposuiep k nopty Eth2 momxyns. C cepsepa CKY /]
MPOBEPSM CBSI3b 10 KOHTPOJUIEpA MO HACTPOUKaM 1. 16.
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